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ABSTRACT

This paper project delves into the evolving landscape of cloud data sovereignty in 
Qatar, scrutinizing the dynamic interplay between technological advancements and 
legal frameworks. The study focuses on understanding the critical aspects of data 
sovereignty in cloud computing, particularly under Qatar's rapidly developing digital 
infrastructure. Using a mixed-methods approach, the research incorporates insights 
from qualitative interviews with key industry and academic experts alongside a 
comprehensive review of 15 pertinent studies. The qualitative segment explores 
first-hand perspectives from government officials, legal experts, and technology 
professionals, uncovering themes around data localization, regulatory compliance, 
and the distinct nuances of private versus public cloud environments. The literature 
review supplements this by providing a broader understanding of global trends and 
contextualizing Qatar's unique challenges and opportunities within the global cloud 
computing scenario.

Findings reveal a complex tapestry of issues, ranging from regulatory challenges 
and privacy concerns to strategic implications for national security and economic 
development. The study underscores the need for robust legal and regulatory 
frameworks in Qatar to navigate the intricate world of cloud data sovereignty. It also 
offers practical recommendations for policymakers, cloud service providers, and 
end-users, aiming to foster an environment conducive to technological innovation 
while safeguarding data sovereignty. This paper contributes to the ongoing discourse 
on cloud computing in Qatar, providing a nuanced understanding of the intersection 
between technology, law, and policy in the digital age.

Keywords: Cloud Computing, Data Sovereignty, Digital Transformation, 
Technological Innovation, Legal and Regulatory Framework, Policymakers.
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ص الـمُلخَّ
سيادة البيانات على الحوسبة السحابية: دراسة لبيئة الحوسبة السحابية فـي دولة قطر

عبدالرحمن محمد آل شافـي
مدير إدارة الاستراتيجيات والسياسات السيبرانية - الوكالة الوطنية للأمن السيبراني

البيانــات الســحابية في قطــر،  يستكشــف هــذا المشــروع البحثــي المشــهد المتطــور لســيادة 
ويفحــص التفاعــل الديناميكــي بين التقــدم التكنولوجــي والأطــر القانونيــة. تركــز الدراســة علــى 
فهــم الجوانــب الحاســمة لســيادة البيانــات في الحوســبة الســحابية، وخاصــة في ظــل البنيــة التحتية 
الرقميــة ســريعة التطــور في قطــر. باســتخدام نهــج الأســاليب المختلطــة، يدمــج البحــث بعــض مــن 
المقــابلات النوعيــة مــع خبــراء الصناعــة والأكاديمــيين الرئيســيين إلــى جانــب مراجعــة شــاملة لـــ 

ــة. 15 دراســة ذات صل
والخبــراء  الحكومــيين  المســؤولين  مــن  مباشــرة  نظــر  وجهــات  النوعــي  الجــزء  يستكشــف 
ــال  ــات والامتث ــا، ويكشــف عــن موضوعــات حــول تــوطين البيان ــي التكنولوجي القانونــيين ومحترفـ
ــل العامــة. تكمــل مراجعــة  ــات الســحابة الخاصــة مقاب ــزة لبيئ التنظيمــي والفــروق الدقيقــة الممي
الأدبيــات هــذه مــن خلال توفيــر فهــم أوســع للاتجاهــات العالميــة ووضــع تحديــات وفــرص قطــر 

الفريــدة في ســياق ســيناريو الحوســبة الســحابية العالميــة.
تكشــف النتائــج عــن نســيج معقــد مــن القضايــا، بــدءًًا مــن التحديــات التنظيميــة ومخــاوف 
الخصوصيــة إلــى الآثــار الاســتراتيجية علــى الأمــن القومــي والتنميــة الاقتصاديــة. تؤكــد الدراســة 
علــى الحاجــة إلــى أطــر قانونيــة وتنظيميــة قويــة في قطــر للتنقــل في عالــم الســيادة علــى البيانــات 
الســحابية المعقــدة. كمــا يقــدم توصيــات عمليــة لصنــاع السياســات ومقدمــي خدمــات الحوســبة 
الســحابية والمســتخدمين النهائــيين، بهــدف تعزيــز بيئــة مواتيــة للابتــكار التكنولوجــي مــع حمايــة 
ســيادة البيانــات. يســاهم هــذا المشــروع في الحــوار المســتمر حــول الحوســبة الســحابية في قطــر، 

ممــا يوفــر فهمًًــا دقيقًًــا للتقاطــع بين التكنولوجيــا والقانــون والسياســة في العصــر الرقمــي.

الكلمات المفتاحية: الحوسبة السحابية، سيادة البيانات، التحول الرقمي، الابتكار التكنولوجي، 
الأطر القانونية والتنظيمية، صناع السياسات.
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1.	 Introduction

ICTs have transformed almost all sectors, especially the public sector, which uses 
them to improve efficiency, transparency, and service delivery. ICTs have enabled 
e-government, which is more efficient, resource-efficient, and public-engaged(1). 
This transformation is essential for the public sector to respond quickly to societal 
needs and increase access to digital tools in front-end services and data(2). Cloud 
computing has become essential to ICTs, providing scalable and flexible solutions 
to meet changing public administration needs. Cloud computing allows online data 
storage, processing, and management without servers or hardware(3). This savings 
helps public sector organizations deliver services cheaper, faster, and more agilely(4). 
Cloud computing has the potential to revolutionize public administration through 
data-driven decision-making and service innovation. Cloud technologies enable 
government departments to share data and collaborate, thereby enhancing integrated 
service delivery and operational efficiency(5). Data is not just important, it's crucial for 
urban management and policy applications in smart cities and digital governance(6). 
Local laws ensure the protection of sensitive government data, meeting national 
security and data sovereignty requirements in the public sector(7). A comprehensive 
understanding of the cloud is essential to meet administrative and citizen demands in 
this digital age. In the following paragraphs, we will delve into how cloud computing 
fits into public sector modernization using Qatari study case data, and how data-
driven decision-making is shaping the future of public policies.

The study examines public sector ICT use, with a specific focus on the 
transformative role of cloud computing. The digitalisation of public services has led to 
a cloud-based approach to scaling and flexing IT resources. This is crucial for public 
administrations to enhance service delivery, citizen engagement, and efficiency(8). 

(1) J. C. Bertot, P. T. Jaeger, and J. M. Grimes, “Using ICTs to Create a Culture of Transparency: E-Government and 
Social Media as Openness and Anti-Corruption Tools for Societies,” Government Information Quarterly 27, no. 3 
(2010): 264–271.
(2) F. Bannister and R. Connolly, “ICT, Public Values and Transformative Government: A Framework and 
Programme for Research,” Government Information Quarterly 31, no. 1 (2014): 119–128.
(3) S. Marston et al., “Cloud Computing—The Business Perspective,” Decision Support Systems 51, no. 1 (2011): 
176–189.
(4) Y. Alshamaila, S. Papagiannidis, and F. Li, “Cloud Computing Adoption by SMEs in the North East of England: 
A Multi-Perspective Framework,” Journal of Enterprise Information Management 26, no. 3 (2013): 250–275
(5) A. Chandrasekaran and M. Kapoor, “State of the Public Cloud: The Cloud Adoption Conundrum,” Infosys Labs 
Briefings 9, no. 1 (2011): 3–10.
(6) T. Clohessy, T. Acton, and L. Morgan, “Smart City as a Service (SCaaS): A Future Roadmap for E-Government 
Smart City Cloud Computing Initiatives,” Digital Policy, Regulation and Governance 19, no. 1 (2017): 58–69.
(7) H. Yang and M. Tate, “A Descriptive Literature Review and Classification of Cloud Computing Research,” 
Communications of the Association for Information Systems 31, no. 1 (2012): 2–57.
(8) M. Janssen, E. Estevez, and T. Janowski, “Interoperability in Big, Open, and Linked Data–Organizational 
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As governments worldwide transition towards post-industrial infrastructures to 
meet rising citizen demands and the need for transparency and productivity, cloud 
computing emerges as a timely, cutting-edge research topic(9). Modern public sector 
operations require a significant amount of data, and cloud computing provides the 
elasticity to host and store it. It simplifies data processing, thereby improving digital 
governance and decision-making. The cloud allows public sector entities to store 
and process data from the internet rather than on a local server, providing real-time 
information to inform policy decisions that enhance public service delivery(10). This 
capability aids smart governance by enabling data-driven systems to better manage 
urban infrastructure and services(11).

The study meets the International Journal of Public Administration and Digital 
Administration (IJPADA) scope of innovative public sector management practices. 
The journal prioritises digital tools in public administration, particularly how they 
can improve governance (IJPADA n.d., 5). This paper explores the many uses of 
cloud computing in public sector management to improve administrative processes 
and service delivery. It examines public sector cloud adoption opportunities and 
challenges, including data security, privacy, and regulatory compliance. This mixed-
method study examined cloud-based solutions' security and deployment challenges 
for public sector organisations(12). It addresses IJPADA's digital transformation 
challenges in public administration and provides a deeper understanding of ICTs' 
barriers to IOS participation. This research also examines cloud computing's impact 
on public sector efficiency beyond IT, using case studies to show best practices and 
lessons learned. The study examines real-world applications and offers policymakers 
practical insights into digital service transformation(13).

This study uniquely explores leadership styles in Qatari public sector cloud 
adoption, addressing a gap in research typically focused on technology and policy. 
Cloud leadership involves strategic vision, decision-making, and management 

Maturity, Capabilities, and Data Portfolios,” Government Information Quarterly 31, no. 3 (2014): S57–S68.
(9) V. Weerakkody, M. Janssen, and Y. K. Dwivedi, “Transformational Change and Business Process Reengineering 
(BPR): Lessons from the British and Dutch Public Sector,” Government Information Quarterly 28, no. 1 (2016): 27–36.
(10) J. R. Gil-Garcia, N. Helbig, and A. Ojo, “Being Smart: Emerging Technologies and Innovation in the Public 
Sector,” Government Information Quarterly 31, no. S1 (2014): S2–S8.
(11) T. Nam and T. A. Pardo, “Conceptualizing Smart City with Dimensions of Technology, People, and Institutions,” 
in Proceedings of the 12th Annual International Conference on Digital Government Research (2011): 282–291.
(12) M. Almorsy, J. Grundy, and I. Müller, “An Analysis of the Cloud Computing Security Problem,” Communications 
of the ACM 59, no. 1 (2016): 38–46.
(13) A. Cordella and N. Tempini, “E-Government and Organizational Change: Reappraising the Role of ICT and 
Bureaucracy in Public Service Delivery,” Government Information Quarterly 32, no. 3 (2015): 279–286.
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practices crucial for cloud computing adoption. The study examines how Qatari 
leaders navigate these dynamics, emphasizing strategic foresight, risk management, 
innovation, and compliance. Given that leadership drives digital transformation(14), 
integrating cloud technologies into public administration supports Qatar’s 
knowledge-based economy. This research highlights the importance of change 
management, stakeholder engagement, and ethics, showing that effective leadership 
is key to enhancing public sector productivity through cloud computing(15).

This study also shows how leadership styles affect cloud computing resource 
management and strategic partnerships with cloud service providers. Leaders can 
improve service agreements, adapt to new technologies, and use outside experts 
better(16). This collaborative leadership style is ideal for Qatari public sector 
organisations that hire foreign cloud service providers to set up and run their 
digital infrastructures. Qatar National Vision 2030 (QNV 2030) calls for a digital 
transformation, making it a good place to study cloud computing and data sovereignty. 
QNV 2030 aims to make Qatar a knowledge-based economy by 2030. This change 
will heavily involve ICTs. Qatar has invested heavily in digital infrastructure, 
including the Qatar Smart Program. Cloud computing improves public services and 
diversifies the economy(17). Qatar's legal system blends Islamic and modern law. This 
makes data sovereignty discussions unique. The Personal Data Privacy Protection 
Law No. 13 of 2016 establishes a comprehensive data protection system similar to 
the EU's General Data Protection Regulation (GDPR) but tailored to Qatar's legal 
and cultural norms(18). This dual legal system alters data sovereignty and makes it 
harder to enforce national and international laws(19).

This case study extends beyond Qatar, offering insights for nations balancing 
data sovereignty with global cloud services. Qatar’s experience aids in managing 
cross-border data flows, establishing compliance, and negotiating international 
agreements(20). This is vital for MENA markets with diverse legal systems(21). Qatar’s 
government-led digital transformation, supported by the QNV 2030, exemplifies 

(14) J. D. Houghton, A. Carnes, and C. N. Ellison, “A Cross-Sectional Examination of Transformational Leadership 
and Transformational Leaders in the United States,” Leadership Quarterly 26, no. 3 (2015): 437–447.
(15) I. Nurdiani, M. S. Börjesson, and L. Angelis, “A Systematic Mapping Study on the Combination of Agile 
Software Development and Leadership Styles,” Journal of Systems and Software 161 (2020): 110459.
(16) R. Heeks and C. Stanforth, “Technological Change in Developing Countries: Opening the Black Box of Process 
Using Actor-Network Theory,” Development Studies Research 2, no. 1 (2015): 33–50.
(17) Ministry of Transport and Communications, Qatar Smart Program (TASMU) (Ministry of Transport and 
Communications, 2019).
(18) Qatar Financial Centre, Personal Data Privacy Protection Law No. 13 of 2016 (Qatar Financial Centre, 2020).
(19) Baker McKenzie, “Qatar: Data Protection Overview,” Baker McKenzie, 2021.
(20) M. Al-Naama, “Data Sovereignty in the GCC: Legal and Regulatory Perspectives,” Gulf Affairs, 2022.
(21)  GCC-STAT, GCC Statistical Centre: Data Sovereignty and Cloud Computing (GCC-STAT, 2022).
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how public investment can enhance cloud computing while safeguarding data 
sovereignty. These strategies provide a model for countries with similar challenges, 
helping to shape policies that integrate legal, economic, and cybersecurity measures 
effectively(22). While cloud computing has been increasingly adopted by the public 
sector, there remains a significant gap in understanding how leadership styles 
influence the successful adoption and implementation of cloud technologies, 
particularly in regions like Qatar where digital transformation is driven by national 
strategies such as Qatar National Vision 2030. Current literature primarily focuses 
on technical aspects of cloud computing or general policy implications(23), but fails to 
explore the role of leadership in this transformation. This study aims to fill this gap by 
examining how different leadership styles within Qatari public sector organizations 
impact cloud adoption, data sovereignty, and public service delivery. Specifically, 
the research seeks to explore the strategic decisions leaders make, their approach to 
managing change, and how they foster collaboration with cloud service providers. 
This is crucial for understanding how leadership can drive innovation in public 
administration, and how such insights can be applied globally in similar contexts. By 
addressing this gap, the study contributes to the growing body of knowledge on public 
sector modernization and digital governance, providing a nuanced understanding of 
the leadership challenges and opportunities in cloud computing adoption.

Research Question

How does the adoption of cloud computing in Qatar's public sector influence 
leadership styles and data sovereignty while ensuring compliance with national and 
international regulations?

Revised Research Objectives:

1.	 To Identify Key Leadership Traits: Analyse specific leadership traits and 
decision-making strategies that facilitate the successful adoption and management 
of cloud computing in Qatar's public sector, focusing on their role in overcoming 
implementation challenges.

2.	 To Evaluate the Impact of Cloud Computing on Data Sovereignty: Assess 
how cloud computing adoption impacts Qatar’s data sovereignty, specifically 
examining the balance between utilizing global cloud services and adhering to 
national data privacy laws and international regulations.

3.	 To Explore Compliance Strategies: Investigate the strategies used by Qatar's 

(22) S. Chakraborty and K. Joseph, ICT and Digital Transformation in the Middle East (Routledge, 2021).
(23) Y. Alshamaila, S. Papagiannidis, and F. Li, “Cloud Computing Adoption by SMEs in the North East of England: 
A Multi-Perspective Framework,” Journal of Enterprise Information Management 26, no. 3 (2013): 250–275
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public sector to ensure compliance with both national and international data 
protection and privacy laws, particularly in the context of cross-border data 
flows enabled by cloud services.

The study will demonstrate how Qatar's government can use cloud computing to 
boost operational efficiency, data privacy, and digital transformation leadership. This 
study offers valuable insights for Qatari policymakers, public administrators, and IT 
leaders by analysing government cloud technology adoption. It highlights how public 
institutions can improve efficiency, security, and compliance with data sovereignty. 
The study provides a roadmap for balancing global cloud benefits with data 
sovereignty, aligning with Qatar’s National Vision 2030, and offers recommendations 
for effective leadership and ICT integration in the public sector(24)(25)(26).

2.	 Literature Review

2.1.	Evolution of Cloud Computing

The global rise of cloud computing, including in Qatar, marks a transformative 
shift in information technology, characterized by significant advancements and 
unique adaptations to meet evolving demands. This literature review explores cloud 
computing's evolution and Qatar's distinctive journey. Cloud computing originated 
from mainframes and evolved through grid and utility computing(27), transitioning 
from traditional on-premises IT to scalable, service-focused models. Zhang et al. 
(28)highlight how cloud computing minimizes the need for extensive hardware, 
enabling on-demand services. This shift has revolutionized business paradigms 
across industries(29), facilitating flexible, pay-as-you-go services(30). Mishra et al.(31) 
discuss the importance of speed, scalability, and availability in public and multi-cloud 
systems. Qatar’s cloud computing strategy, aligned with its ambitious digitalization 

(24) P. Banerjee, “Governing the Cloud: Policy Strategies for Data Sovereignty and Digital Infrastructure,” Digital 
Policy, Regulation and Governance 24, no. 2 (2022): 125–137.
(25) Q. Zhang, L. Cheng, and R. Boutaba, “Cloud Computing: State-of-the-Art and Research Challenges,” Journal 
of Internet Services and Applications 1 (2010): 7–18.
(26) X. Zhu, H. Liu, and S. Wei, “Cloud Computing Adoption in the Public Sector: A Meta-Analysis of Antecedents 
and Outcomes,” Information Systems Frontiers 23, no. 5 (2021): 1229–1248.
(27) D. Zissis and D. Lekkas, “Addressing Cloud Computing Security Issues,” Future Generation Computer Systems 
28, no. 3 (2012): 583–592.
(28) Q. Zhang, L. Cheng, and R. Boutaba, “Cloud Computing: State-of-the-Art and Research Challenges,” Journal 
of Internet Services and Applications 1 (2010): 7–18.
(29) S. Marston et al., “Cloud Computing—The Business Perspective,” Decision Support Systems 51, no. 1 (2011): 
176–189.
(30) B. Biočić, D. Tomić, and D. Ogrizović, “Economics of Cloud Computing,” in 2011 Proceedings of the 34th 
International Convention MIPRO (2011): 1438–1442.
(31) M. Mishra et al., “An Assessment of Cloud Computing: Evolution,” Journal of Cloud Computing: Advances, 
Systems and Applications, 2020.
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goals, is anchored in strategic vision, with investments in cutting-edge data centres 
and global tech partnerships(32).

Period Key Developments Significant Contributors References 

1960s-
1970s 

Concept of utility computing by 
John McCarthy; early forms of 
shared resource computing. 

John McCarthy and others in 
the field of shared computing. 

Peterson et al., 
2011 

1980s-
1990s 

The emergence of grid computing; 
early Internet-based computing 
developments. 

Development of grid 
computing concepts by 
various researchers and 
technologists. 

Zissis & Lekkas, 
2012 

The 
early 
2000s 

Cloud computing begins to take 
shape with the introduction of 
AWS, enabling more 
comprehensive access to 
computing resources. 

Amazon Web Services (AWS) 
and other early cloud service 
providers. 

Zhang et al., 2010 

Late 
2000s-
2010s 

Rapid expansion of cloud services; 
introduction of major platforms 
like AWS, Azure, and Google 
Cloud. 

Major tech companies like 
Amazon, Microsoft, and 
Google are developing and 
expanding cloud platforms. 

Marston et al., 
2011; Biocic et al., 
2011 

2010s-
Present 

Advancements in cloud technology 
are increasing the focus on data 
sovereignty, privacy, security, and 
GDPR implementation. 

Global policymakers, 
technologists, and 
organisations focusing on 
data security and sovereignty 
laws. 

Banse, 2021; 
Giese & Anderl, 
2022 

 Table 1. Evolution of Cloud Computing

Qatar's adoption of cloud computing has enhanced service delivery and spurred 
innovation(33), yet it faces significant challenges, particularly in data privacy and 
security. These challenges are unique due to the need to align rapidly evolving 
cloud technologies with Qatar's specific legal and cultural frameworks, such as 
the Qatar Personal Data Protection Law. Cloud computing has revolutionized IT, 
driving economic and strategic shifts globally(34). In Qatar, this transformation is 
further complicated by the need to balance digital advancement with stringent data 
protection and cultural sensitivities.

(32) M. S. Rehman and M. F. Sakr, “Teaching the Cloud: Experiences in Designing and Teaching an Undergraduate-
Level Course in Cloud Computing at Carnegie Mellon University in Qatar,” in 2011 IEEE Global Engineering 
Education Conference (EDUCON) (2011): 875–879.
(33) N. Sultan, “Cloud Computing: A Democratising Force?” International Journal of Information Management 33, 
no. 5 (2013): 810–815.
(34) S. Marston et al., “Cloud Computing—The Business Perspective,” Decision Support Systems 51, no. 1 (2011): 
176–189.
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2.2.	Data Sovereignty in Cloud Computing

Cloud computing "data sovereignty" has become a critical area of study due to 
the growing complexity of managing data across jurisdictions. This literature review 
explores global data sovereignty, with a particular focus on Qatar. Data sovereignty 
refers to the legal and practical control over data stored in the cloud. Peterson et 
al.(35) highlight the challenges of establishing control over virtualized and globally 
distributed data, which is complicated by decentralized cloud services. This is 
especially problematic in maintaining data within the correct legal jurisdiction.

Banse(36) discusses how the EU General Data Protection Regulation (GDPR), 
the European Cybersecurity Certification Scheme for Cloud Services (EUCS), and 
Gaia-X complicate data privacy in open cloud ecosystems. While protected enclaves 
and encrypted virtual machine memory offer new ways to safeguard data, they do 
not fully secure the system. Giese and Anderl(37) emphasize the importance of secure 
data sharing for virtual product development, particularly in controlling dispersed 
data in cloud environments. Sun et al.(38) examine software and hardware security 
challenges in cloud computing, underscoring the need for robust privacy measures. 
Irion(39) discusses data sovereignty in government cloud services, highlighting legal 
risks that technology and contracts alone cannot mitigate. Qatar, with its evolving 
technology and strict data control standards, must balance global technological 
standards with its own legal frameworks to manage cloud computing data sovereignty 
effectively. 

2.3.	Regulatory and Legal Framework

As digital data increasingly crosses borders, cloud computing data sovereignty 
regulations have become crucial. These frameworks address the complex legal, ethical, 
and technical challenges of storing and processing data in a global, decentralized 
cloud environment. The European Union’s General Data Protection Regulation 
(GDPR) has significantly transformed global data protection standards, imposing 

(35) Z. N. J. Peterson, M. Gondree, and R. Beverly, “A Position Paper on Data Sovereignty: The Importance of 
Geolocating Data in the Cloud,” in Proceedings of the 3rd USENIX Workshop on Hot Topics in Cloud Computing 
(HotCloud '11) (2011).
(36) C. Banse, “Data Sovereignty in the Cloud—Wishful Thinking or Reality?” in Proceedings of the 2021 on Cloud 
Computing Security Workshop (2021): 153–154.
(37) T. Giese and R. Anderl, “Maintaining Control over Distributed Data through a Data Sovereignty Model,” in 2022 
IEEE 7th International Conference on Information Technology and Digital Applications (ICITDA) (2022): 1–7.
(38) Y. Sun et al., “Data Security and Privacy in Cloud Computing,” International Journal of Distributed Sensor 
Networks 10, no. 7 (2014): 190903.
(39) K. Irion, “Government Cloud Computing and National Data Sovereignty,” Policy & Internet 4, no. 3-4 (2012): 
40–71.
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strict responsibilities on data controllers and processors while enhancing individual 
rights(40)(41). The GDPR’s extraterritorial reach means that organizations outside the 
EU, including those in Qatar, must comply when handling EU residents’ data, raising 
complex sovereignty issues(42). In Qatar, the GDPR's relevance is twofold: Qatari 
organizations dealing with EU data must align with GDPR standards, necessitating 
an international compliance strategy. Additionally, Qatar’s Personal Data Protection 
Law, inspired by the GDPR, reflects the nation’s commitment to high data protection 
standards. However, balancing local laws with international regulations presents 
challenges, particularly in ensuring compliance while navigating global data 
protection complexities. The importance of geolocating cloud data is emphasized 
by Peterson et al.(43), who highlight the legal and policy challenges when data is 
virtualized and distributed globally. Qatar’s proactive approach to cloud computing 
and data security, especially in government services, underscores its commitment 
to maintaining data sovereignty while engaging with the global digital economy(44).

Table 2. Regulatory Framework

(40) C. Banse, “Data Sovereignty in the Cloud—Wishful Thinking or Reality?” in Proceedings of the 2021 on Cloud 
Computing Security Workshop (2021): 153–154.
(41) N. J. King and V. T. Raja, “Protecting the Privacy and Security of Sensitive Customer Data in the Cloud,” 
Computer Law & Security Review 28, no. 3 (2012): 308–319.
(42) A. Kronabeter and S. Fenz, “Cloud Security and Privacy in the Light of the 2012 EU Data Protection 
Regulation,” in Cloud Computing: Third International Conference, CloudComp 2012, Vienna, Austria, September 
24-26, 2012, Revised Selected Papers, 3 (Springer International Publishing, 2013): 114–123.
(43) Z. N. J. Peterson, M. Gondree, and R. Beverly, “A Position Paper on Data Sovereignty: The Importance of 
Geolocating Data in the Cloud,” in Proceedings of the 3rd USENIX Workshop on Hot Topics in Cloud Computing 
(HotCloud '11) (2011).
(44) T. Giese and R. Anderl, “Maintaining Control over Distributed Data through a Data Sovereignty Model,” in 2022 
IEEE 7th International Conference on Information Technology and Digital Applications (ICITDA) (2022): 1–7.
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Period Regulatory Framework Key Features Impact on Cloud 
Computing 

The 
early 
2000s 

Data Protection Directive 
(EU) 

Protection of personal data 
and privacy. 

Increased awareness of data 
privacy and sovereignty. 

2008-
2010 

Health Information 
Technology for Economic 
and Clinical Health 
(HITECH) Act (USA) 

Enhanced data protection for 
health information. 

Heightened focus on 
securing health-related data 
in the cloud. 

2012 General Data Protection 
Regulation (GDPR) 
Proposal (EU) 

Comprehensive data 
protection regulation, 
including data sovereignty. 

A significant shift in cloud 
data management and 
compliance requirements. 

2016 GDPR Enforcement (EU) Strict data protection and 
privacy standards; heavy fines 
for non-compliance. 

Significant impact on cloud 
service providers; focus on 
data localisation and 
sovereignty. 

2018 California Consumer 
Privacy Act (CCPA) 
(USA) 

Similar to GDPR, it focuses 
on consumer privacy rights. 

Influencing cloud 
computing policies and 
practices in the USA. 

2020s Emergence of National 
Data Protection Laws 
(Global) 

Countries worldwide enacting 
data protection laws, 
influencing cloud computing 
practices. 

Global cloud services 
adapting to diverse national 
regulations. 
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.

Table 3. Laws and Regulations Governing Data Sovereignty in Qatar

2.4.	Technological Perspectives

Cloud computing makes data sovereignty difficult and requires new technologies 
and strategies. Many solutions in the literature address different data sovereignty 
issues. These solutions include best practices for encryption, data localisation, and 
cloud data sharing. One of the best ways to protect cloud data is encryption. Attribute-
based encryption (ABE) is a significant advancement in this sector since it lets you 
restrict data access based on user characteristics. Complex cloud access rules are 
best enforced using this strategy(45). Homomorphic encryption allows the handling 
of encrypted data without revealing its contents, thereby protecting data privacy(46). 
Data privacy is increasingly protected via localisation. Businesses that keep data 

(45) S. Yu et al., “Achieving Secure, Scalable, and Fine-Grained Data Access Control in Cloud Computing,” in 2010 
Proceedings IEEE INFOCOM (2010): 1–9.
(46) K. Shatilov et al., “Solution for Secure Private Data Storage in a Cloud,” in 2014 Federated Conference on 
Computer Science and Information Systems (2014): 885–889.

Regulation/Law Description and Objective Governing Body or 
Authority 

Qatar Personal Data 
Protection Law (Law No. 
13 of 2016) 

It focuses on protecting personal data, 
regulates data processing activities, and 
ensures individuals' rights regarding their 
data. 

National Cyber 
Security Agency 
(NCSA) 

Qatar Cybercrime 
Prevention Law (Law No. 
14 of 2014) 

Addresses offences committed through 
information networks or computers, including 
unauthorised access, data breaches, and 
cyberattacks. 

Ministry of Interior 

Law No. (34) of 2006 on 
Electronic Commerce and 
Transactions 

Establishes the legal framework for electronic 
transactions and e-commerce, including data 
authenticity and security measures. 

Ministry of 
Commerce and 
Industry 

Qatar Central Bank's 
Circulars on Electronic 
Payments 

Regulates electronic payments, emphasises 
data security standards, and governs financial 
transactions through digital platforms. 

Qatar Central Bank 

National Information 
Assurance Policy (Data 
Classification) 

Sets out policies and standards for 
information security in public and private 
sectors, aiming to protect against cyber threats 
and data breaches. 

National Cyber 
Security Agency 
(NCSA) 

Qatar Cloud Policy 
Framework 

Provides guidelines and principles for cloud 
adoption in government and semi-
government entities, focusing on data 
sovereignty and security. 

Ministry of Transport 
and Communications 
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locally can follow local data protection laws. The inherent nature of cloud computing, 
distributing data across multiple servers, introduces complex security challenges. 
For instance, the traditional approach of securing data in a localised data centre may 
lead to inefficiencies in a cloud environment, as it necessitates additional layers of 
security for data stored across various locations. This often results in increased costs 
and management complexity. A notable example is the need for advanced encryption 
methods during data transmission and at rest. Furthermore, it's essential to develop 
robust protocols for updating, deleting, and appending data in the cloud to mitigate 
risks of unauthorised access or data breaches(47). These measures are critical for 
maintaining data integrity and security in the cloud(48). Data storage security remains 
crucial with cloud computers. Plans are needed to protect distributed cloud data. To 
solve these issues, safer update, delete, and append methods are required(49).

Secure multi-party computation is crucial in collaborative cloud settings. It 
involves creating rules that allow many persons to compute a function over their 
inputs while keeping them hidden. This strategy is ideal for cloud environments 
where numerous parties exchange data and computing tools(50). Privacy and security 
of cloud data are crucial. For confidentiality, searchable encryption lets users seek 
encrypted cloud data without knowing what's inside(51). Cloud trust management 
systems are growing in popularity. These technologies evaluate cloud service 
reliability so users may make sensible data-sharing and storage decisions. Cloud 
environments are safer when data management is trusted(52). Effective cloud 
cryptographic key management is another interest. Key distribution, storage, and 
revocation must be secure to prevent theft(53).

Proxy re-encryption is a new, complex technology gaining popularity. It permits 
protected data to be switched encryption keys without revealing its content. This 
strategy is ideal for secure data sharing(54). In addition to these specialist technologies, 

(47) C. Wang et al., “Enabling Public Auditability and Data Dynamics for Storage Security in Cloud Computing,” 
IEEE Transactions on Parallel and Distributed Systems 22, no. 5 (2010): 847–859.
(48) Z. N. J. Peterson, M. Gondree, and R. Beverly, “A Position Paper on Data Sovereignty: The Importance of 
Geolocating Data in the Cloud,” in Proceedings of the 3rd USENIX Workshop on Hot Topics in Cloud Computing 
(HotCloud '11) (2011).
(49) C. Wang et al., “Ensuring Data Storage Security in Cloud Computing,” in 2009 17th International Workshop 
on Quality of Service (2009): 1–9.
(50) Y. Li et al., “Intelligent Cryptography Approach for Secure Distributed Big Data Storage in Cloud Computing,” 
Information Sciences 387 (2017): 103–115.
(51) R. Li et al., “Efficient Multi-Keyword Ranked Query over Encrypted Data in Cloud Computing,” Future 
Generation Computer Systems 30 (2014): 179–190.
(52) Z. Yan et al., “Flexible Data Access Control Based on Trust and Reputation in Cloud Computing,” IEEE 
Transactions on Cloud Computing 5, no. 3 (2015): 485–498.
(53) S. K. Sood, “A Combined Approach to Ensure Data Security in Cloud Computing,” Journal of Network and 
Computer Applications 35, no. 6 (2012): 1831–1838.
(54) C. Esposito, A. Castiglione, and K. K. R. Choo, “Encryption-Based Solution for Data Sovereignty in Federated 
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the cloud security architecture is crucial. Safe cloud architectures require systems 
that handle data breaches, unauthorised access, and other cyber threats(55). Due to 
foreign data protection laws, cloud data management is more complex. Like the 
GDPR, these laws restrict data handling, processing, and storage. To comply with 
these laws, cloud providers must adapt their operations(56). Many things can go wrong 
when trying to secure cloud data. This includes addressing data leaks, unauthorised 
access, and user privacy violations. Several investigations into these threats have led 
to ways to protect data and privacy in untrustworthy cloud settings(57).

New technologies like flexible multi-keyword query techniques may solve 
current issues. These methods consider keyword weights and user access records 
when querying. This improves encrypted cloud data searching(58). Cloud computing 
security involves legal and moral issues. Building cloud service trust requires 
considering these concerns. Secure and private cloud data is crucial for cloud 
computing and associated technologies(59). Virtual product development could 
benefit from a new data ownership model that makes sharing and storage safer. This 
paradigm displays where distributed and preserved design data is and allows data 
owners to regulate access(60). Data safety in cloud computing depends on numerous 
factors, including where data is held and enterprises' and service providers' legal 
requirements. Research(61) recommend explicit policy and governance frameworks 
for good cloud security. To conclude, cloud computing data privacy technologies are 
numerous. Encryption, data localisation, safe data storage, trust management, key 
management, and legal compliance is complex. Each aspect is crucial for cloud data 
security, privacy, and control.

2.5.	Best Practices and Solutions
Global best practices ensure cloud data security and compliance with local laws. 

For Qatar, prioritizing digital transformation and data governance, adopting these 

Clouds,” IEEE Cloud Computing 3, no. 1 (2016): 12–17.
(55) Y. Sun et al., “Data Security and Privacy in Cloud Computing,” International Journal of Distributed Sensor 
Networks 10, no. 7 (2014): 190903.
(56) C. Banse, “Data Sovereignty in the Cloud—Wishful Thinking or Reality?” in Proceedings of the 2021 on Cloud 
Computing Security Workshop (2021): 153–154.
(57) J. Tang et al., “Ensuring Security and Privacy Preservation for Cloud Data Services,” ACM Computing Surveys 
(CSUR) 49, no. 1 (2016): 1–39.
(58) K. Singi et al., “Data Sovereignty Governance Framework,” in Proceedings of the IEEE/ACM 42nd International 
Conference on Software Engineering Workshops (2020): 303–306.
(59) D. Zissis and D. Lekkas, “Addressing Cloud Computing Security Issues,” Future Generation Computer Systems 
28, no. 3 (2012): 583–592.
(60) T. Giese and R. Anderl, “Maintaining Control over Distributed Data through a Data Sovereignty Model,” in 2022 
IEEE 7th International Conference on Information Technology and Digital Applications (ICITDA) (2022): 1–7.
(61) S. Medawar, “Information Retrieval in Systematic Reviews: Challenges and Opportunities,” Information 
Processing & Management 58, no. 1 (2021): 102389.
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practices, including clear geolocation rules, is crucial. Peterson et al.(62) emphasize 
knowing data storage locations to meet legal obligations, which is particularly 
important in Qatar.

Best Practice/Solution Description Reference 

Data Localization Storing data within the physical borders of a country 
to comply with local data protection laws. 

Peterson et al., 
2011 

Encryption Technologies Using encryption methods to secure data in transit 
and at rest, including techniques like homomorphic 
encryption. 

Yu, Wang, Ren, & 
Lou, 2010 

Access Control 
Mechanisms 

Implementing strong access control policies, 
including attribute-based access control (ABAC) 
and role-based access control (RBAC). 

Banse, 2021 

Cloud Service 
Agreements 

Ensuring cloud service agreements outline data 
handling, privacy, and compliance measures. 

Wei et al., 2014 

Auditing and 
Compliance Monitoring 

Regular audits and monitoring for compliance with 
data protection laws and standards. 

Hashem et al., 
2015 

Data Masking and 
Tokenization 

Using data masking and tokenisation techniques to 
anonymise sensitive data. 

Giese & Anderl, 
2022 

Federated Identity 
Management 

Managing user identities and access across different 
cloud services and platforms. 

Harauz et al., 
2009 

Cloud Data Management 
Interface (CDMI) 

Standardising cloud storage and data management 
operations through CDMI protocols. 

Sookhak et al., 
2017 

Hybrid Cloud Models Combining private and public cloud models to 
optimise control and scalability. 

Zissis & Lekkas, 
2012 

Trust and Reputation 
Management Systems 

It establishes trust and reputation systems for 
evaluating the reliability of cloud services. 

Yan et al., 2017 

 Table 4. Best Practices & Solutions

Implementing data governance, access, and usage management in shared 
data networks is complex, particularly in ensuring data sovereignty. Hellmeier et 
al.(63) highlight the need for clear data ownership and control, essential for Qatar’s 
expanding digital projects. The impact of the EU’s GDPR and EUCS on data 

(62) Z. N. J. Peterson, M. Gondree, and R. Beverly, “A Position Paper on Data Sovereignty: The Importance of 
Geolocating Data in the Cloud,” in Proceedings of the 3rd USENIX Workshop on Hot Topics in Cloud Computing 
(HotCloud '11) (2011).
(63) M. Hellmeier et al., “Implementing Data Sovereignty: Requirements and Challenges from Practice,” in 
Proceedings of the 18th International Conference on Availability, Reliability and Security (2023): 1–9.
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autonomy underscores the importance of integrating robust cloud data control 
strategies in Qatar(64). Flexible access controls based on trust and reputation, as 
suggested by Yan et al.(65), could enhance data privacy in Qatar’s cloud services. 
Additionally, encryption-based solutions, as discussed by Esposito et al.(66), are 
crucial for secure data migration across federated clouds—a key consideration for 
Qatar's collaboration with international cloud providers.

2.6.	Gaps in Current Literature
Despite the wealth of literature on cloud computing and data sovereignty, existing 

research tends to emphasize technical advancements without fully addressing the 
socio-political and legal complexities of data management across jurisdictions. 
Studies like Zissis and Lekkas(67) and Marston et al.(68) provide foundational insights 
into the evolution of cloud computing, but they lack critical engagement with 
emerging challenges such as data localization and compliance in rapidly digitizing 
economies like Qatar. While Banse(69) discusses the complexities of open cloud 
ecosystems under the GDPR, there is limited exploration of how non-EU nations 
like Qatar adapt these frameworks to fit local legal and cultural contexts. Similarly, 
Giese and Anderl(70) offer solutions for secure data sharing but fail to address how 
these approaches can be scaled to governmental applications where data sovereignty 
is paramount. Furthermore, many referenced studies, including Rehman and Sakr(71) 
and Irion(72), are outdated and fail to account for recent advancements in cloud 
security technologies, such as AI-driven encryption systems(73). This study aims to 

(64) C. Banse, “Data Sovereignty in the Cloud—Wishful Thinking or Reality?” in Proceedings of the 2021 on Cloud 
Computing Security Workshop (2021): 153–154.
(65) Z. Yan et al., “Flexible Data Access Control Based on Trust and Reputation in Cloud Computing,” IEEE 
Transactions on Cloud Computing 5, no. 3 (2015): 485–498.
(66) C. Esposito, A. Castiglione, and K. K. R. Choo, “Encryption-Based Solution for Data Sovereignty in Federated 
Clouds,” IEEE Cloud Computing 3, no. 1 (2016): 12–17.
(67) D. Zissis and D. Lekkas, “Addressing Cloud Computing Security Issues,” Future Generation Computer Systems 
28, no. 3 (2012): 583–592.
(68) S. Marston et al., “Cloud Computing—The Business Perspective,” Decision Support Systems 51, no. 1 (2011): 
176–189.
(69) C. Banse, “Data Sovereignty in the Cloud—Wishful Thinking or Reality?” in Proceedings of the 2021 on Cloud 
Computing Security Workshop (2021): 153–154.
(70) T. Giese and R. Anderl, “Maintaining Control over Distributed Data through a Data Sovereignty Model,” in 
2022 IEEE 7th International Conference on Information Technology and Digital Applications (ICITDA) (2022): 
1–7.
(71) M. S. Rehman and M. F. Sakr, “Teaching the Cloud: Experiences in Designing and Teaching an Undergraduate-
Level Course in Cloud Computing at Carnegie Mellon University in Qatar,” in 2011 IEEE Global Engineering 
Education Conference (EDUCON) (2011): 875–879.
(72) K. Irion, “Government Cloud Computing and National Data Sovereignty,” Policy & Internet 4, no. 3-4 (2012): 
40–71.
(73) C. Esposito, A. Castiglione, and K. K. R. Choo, “Encryption-Based Solution for Data Sovereignty in Federated 
Clouds,” IEEE Cloud Computing 3, no. 1 (2016): 12–17.
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fill these gaps by providing a nuanced understanding of cloud computing in the 
Qatari public sector, focusing on leadership's role in ensuring both technological 
innovation and regulatory compliance.

3.	Methodology
Information security is crucial in Qatar's ever-changing digital environment(74). 

This paper examines Qatar's legislative and technological criteria for moving from 
public to autonomous cloud infrastructure. As indicated by earlier research, it places 
data sovereignty in its proper place in Qatar and stresses its importance during a 
broad digitisation period.

3.1.	Theoretical Framework

This study applies the Data Governance Framework and Technological Determinism 
to explore Qatar's cloud data sovereignty. Smith and Marx’s (1994, 12) concept of 
Technological Determinism explains how technological advancements drive societal 
change, impacting government operations and data security in Qatar's IT sector.

Cloud Computing Advancements

Influences

Necessitates

Necessitates

Ensures

Ensures

Technological Determinism (Smith & Marx, 1994)

Change in Data Governance Structures & Practices

Data Governance Framework (Khatri & Brown, 2010)

Data Sovereignty in Qatar's Cloud Environment

Effective Data Management & Protection Strategies

Figure 1: Theoretical Framework (Self-Created)

(74) K. Scarfone and P. Mell, Guide to Intrusion Detection and Prevention Systems (IDPS) (National Institute of 
Standards and Technology, 2007).
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The Khatri and Brown (2010, 23) Data Governance Framework provides a 
practical view of data management tools and procedures. Data security, usability, 
and correctness require robust rules, norms, and processes in the cloud's dynamic 
and growing environment. Qataris must grasp these governance regimes to establish, 
contest, or reinterpret data sovereignty as more people use cloud platforms. This 
paper uses these theoretical approaches to analyse how technology and governance 
affect Qatar's cloud data privacy. Technological Determinism explains how 
cloud advancements change and the Data Governance Framework evaluates data 
sovereignty. This paper examines how Qatar might use and govern cloud computing. 
Data governance, new technology, and legal frameworks are analysed from two 
angles. Qatar and the world need multidimensional research on cloud computing(75). 
This article addresses government, nationalism, and safety challenges many countries 
have with cloud computers. Independent state conflicts complicate problems. 
Abraham et al. (2019, 45) state that the research's findings and implications globally 
affect business and academic personnel. Looking at data governance and technology 
change together shows their cross-border connections.

3.2.	Interviews

This paper explores how legislation and technology impact cloud computing in 
Qatar through structured interviews with key government, corporate, and academic 
figures. Insights from these interviews were analysed using Braun and Clarke's(76) 
thematic analysis, revealing critical data patterns and scholarly concepts. The 
research adhered strictly to Institutional Review Board (IRB) guidelines, ensuring 
ethical integrity. Informed consent, confidentiality, and participant protection were 
prioritized throughout the study, ensuring that the research was conducted with the 
highest ethical standards at Hamad Bin Khalifa University (HBKU).

3.2.1.	Participant Selection
This paper used purposeful sampling to gather diverse perspectives on Qatari 

cloud computing, focusing on the complexities of data governance and policy. 
Participants were selected based on their senior positions, expertise in IT, data 
governance, and policy-making, ensuring informed insights into data sovereignty. 
The sample included professionals with extensive experience in cloud data 
governance, recognized thought leaders contributing to the field, and individuals 
from government, academia, tech, and cybersecurity sectors. This approach aimed 

(75) P. Albrecht, “How the General Data Protection Regulation Will Change Our World,” Journal of Privacy and 
Data Protection 2, no. 2 (2016): 84–90.
(76) V. Braun and V. Clarke, “Using Thematic Analysis in Psychology,” Qualitative Research in Psychology 3, no. 
2 (2006): 77–101.
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to provide a comprehensive and balanced understanding of the technological, 
regulatory, and governance challenges impacting data sovereignty in Qatar.

3.2.2.	Data Collection

This paper involved semi-structured interviews with six experts in cloud 
computing, law, and data management in Qatar. Participants included two cloud 
professionals, two academic experts, one cloud service provider expert, and one 
security specialist. Ethical considerations ensured privacy, fostering open discussions 
crucial for obtaining valuable qualitative data.

Interviewee 
ID 

Role/Position 

Interviewee 1 Director in a security Agency and responsible for privacy 

Interviewee 2 Assistant Undersecretary in the government, responsible for bringing the cloud 
to Qatar 

Interviewee 3 Director of Cloud Computing in Qatar 

Interviewee 4 Associate Professor and Associate Dean for Academic Affairs 

Interviewee 5 Associate Professor and Head of Information and Computing Technology 

Interviewee 6 Advisor for Microsoft and Google cloud service providers in Qatar 

 
Table 5. Participants’ Information

 

3.3.	Literature Search Strategy

For the literature search, Scopus and Google Scholar were utilized due to 
their comprehensive coverage of cloud computing and data sovereignty research. 
Scopus provided peer-reviewed academic papers with a focus on abstracts, titles, 
and keywords, while Google Scholar included broader sources such as government 
reports and think tank publications. Search terms like "Data Sovereignty," "Cloud 
Computing," "Qatar," and "Legislation" targeted the study's focus on Qatar's cloud 
infrastructure. The review spanned publications from 2010 to 2023, ensuring a 
thorough examination of both historical and recent developments in the field.
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Criteria Type Criteria Description

Inclusion Peer-Reviewed Sources Focus on peer-reviewed sources to ensure reliabili-
.ty and accuracy

Inclusion  Relevant Case Studies and
National Legislation

 Case studies and relevant national legislation
 should be included for a comprehensive
.examination

Inclusion  Publication Date Range
)(2010-2023

 It is limited to publications from 2010 to 2023 to
.capture recent advancements

Exclusion  Non-Peer-Reviewed and
Biased Sources

 Exclusion of sources lacking peer review or
.exhibiting potential bias

Exclusion  Irrelevant or Redundant
Entries

 Remove duplicates and entries unrelated to the
.research questions

Table 6: Inclusion & Exclusion Criteria

The literature review began with 950 sources, narrowed to 341 after removing 
duplicates and irrelevant entries. After further screening, 129 papers required closer 
examination, with only 15 meeting the critical criteria for the systematic review. This 
meticulous selection process ensured the inclusion of high-quality, relevant studies 
focused on Qatar's cloud computing data privacy.

Figure 2: PRISMA Flow Chart

Identification of studies via databases

Identification
Records identified from*:

Databases (n=950)

Records removed before screening
Duplicate records removed (n=443)

Records marked as ineligible by 
automation tools (n=30)

Records removed for other 
reasons (n=136)

Reports excluded:
(n=26) not in the English language
(n=212) Full text not available
(n=212) No Flow data

Records excluded**
 (n=212)Records screened 

 (n=341)

Reports sought for retrieval
 (n=129)

Report sassessed for eligibility
 (n=129)

Studies included in review
 (n=15)

Screening

Included
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This paper selected 15 diverse pieces of literature to explore Qatari data sovereignty, 
addressing legal, scientific, and business challenges and opportunities(77). The 
careful selection ensured a comprehensive analysis, focusing on Qatar's regulatory 
challenges and using Qatar-specific data for relevant insights into the nation's cloud 
infrastructure upgrades(78). In this paper, a comprehensive examination of Qatar's 
legal landscape, technical challenges, and benefits of adopting a sovereign cloud 
model was conducted. The study focused on understanding Qatar’s data sovereignty 
legislative frameworks, particularly the Qatar Financial Centre Data Security 
Regulations 2021 and the Qatar Personal Data Protection Law (PDPPL). Additionally, 
it assessed the technical aspects of implementing a sovereign cloud model in Qatar, 
analyzing technological limitations and advantages. This paper acknowledges its 
limitations, primarily the exclusive use of Google Scholar and Scopus, potentially 
limiting source diversity on data sovereignty in Qatar(79). The focus on peer-reviewed 
articles from 2010-2023 may introduce publication bias(80), and the small selection 
of 15 studies could affect comprehensiveness(81). The emphasis on Qatari issues may 
limit broader applicability(82). Addressing these limitations would enhance the study's 
robustness and provide a more comprehensive analysis of data sovereignty in Qatar's 
evolving digital landscape.

4.	Results and Findings

4.1.	Findings from Existing Review

Integration of Cloud Computing with National Vision and Sustainability Initiatives

Elidrisy(83) noted that cloud computing in Qatar's national strategies and 
environmental programs supports QNV2030. This plan promotes a knowledge-based 
economy with cloud computing for Msheireb Downtown Doha and the Qatar Free 

(77) A. Kasiwi, M. Ikeda, and D. Anderson, “Rethinking Data Sovereignty in Cloud Computing,” Journal of Data 
Sovereignty 15, no. 1 (2022): 142–155.
(78) I. Calzada, Data Sovereignty in the Age of Big Tech: Political Geographies of Data and Challenges of 
Decentralized Alternatives (Oxford University Press, 2021).
(79) S. Medawar, “Information Retrieval in Systematic Reviews: Challenges and Opportunities,” Information 
Processing & Management 58, no. 1 (2021): 102389.
(80) J. Harris et al., “How Stakeholder Participation Can Contribute to Systematic Reviews of Complex 
Interventions,” Journal of Epidemiology and Community Health 70, no. 2 (2014): 207–214.
(81) A. Kasiwi, M. Ikeda, and D. Anderson, “Rethinking Data Sovereignty in Cloud Computing,” Journal of Data 
Sovereignty 15, no. 1 (2022): 142–155.
(82) C. Okoli, “A Guide to Conducting a Standalone Systematic Literature Review,” Communications of the 
Association for Information Systems 37, no. 1 (2015): 879–910.
(83) A. Elidrisy, “Leveraging Cloud Services & Digital Transformation for Sustainability: Insights from Cases of 
Qatar,” Journal of Innovative Research 2, no. 1 (2024): 20–28.
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Zone. The QFZ, a crucial project, shows how cloud technology and economic growth 
may work together by encouraging corporate growth and innovation. This initiative 
supports sustainable development goals such as Decent Work and Economic Growth 
(SDG 8), Industry, Innovation, and Infrastructure (SDG 9), and Sustainable Cities 
and Communities (SDG 11). Since it uses the cloud, this alignment represents a 
paradigm change toward an eco-friendlier and more sustainable city lifestyle, which 
aligns with SDG 13: Climate Action and other global environmental challenges.

Legal Frameworks and Privacy Concerns in Cloud Computing

Al-Sharim's 2021 analysis details Qatar's complex cloud computing rules, 
focusing on privacy and data security rules. The analysis reveals how difficult it is 
for Qatar to keep cloud data private because cloud services are utilised worldwide, 
and the USA PATRIOT Act applies to numerous countries. This issue is crucial to 
data sovereignty since international rules may trump local ones. People in other 
countries can access cloud data.  Data sovereignty in Qatar requires robust, clear, 
and enforceable regulations to protect cloud data from unauthorized access and 
ensure compliance with international standards. While Qatar has made strides in 
developing its digital data laws, gaps remain, particularly regarding international 
legal challenges. These jurisdictional issues complicate Qatar's data sovereignty 
goals, potentially undermining national laws. The paper highlights Qatar's proactive 
adoption of cloud technology to support its national vision and environmental goals, 
while also addressing the legal complexities of data privacy and authority. This 
analysis underscores the intricate balance between technological advancement and 
legal challenges in achieving Qatar’s ambitions.

Impact of Cloud Computing on the Financial Sector and Data Security in Qatar:

Najafi et al.(84) found FinTech growing in Qatar. Cloud computing is crucial to 
changing the finance industry. Qatar's FinTech activities heavily rely on banking 
services, so this development is vital. Cloud computing simplifies and improves 
financial services, improving banking and payment services. It's not simple with this 
shift. The report raises concerns about financial transaction data laws and security 
hazards. With the government's financial and legal support, this fast growth illustrates 
that leveraging cloud technology for financial improvement is a plan.

(84) B. Najafi, M. Amra, and A. Najafi, “Exploring Global Fintech Advancement and Application: Case of Saudi 
Arabia, Turkey, and Qatar,” in Exploring Global FinTech Advancement and Applications (IGI Global, 2024): 158–211.
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Healthcare Sector’s Adoption of Cloud Computing in Qatar:

Al-Qahtani and Abu-Shanab(85) research on cloud computing in Qatar's health 
business illustrates how it has revolutionised care. According to the report, cloud 
computing saves resources; thus, more healthcare organisations are using it. The 
study found that trust, compliance concerns, economic and operational benefits, 
and functional benefits most affect user happiness. The study also recommends 
fixing private cloud management and risk issues. Data sovereignty issues arise 
when healthcare uses the cloud, especially when protecting sensitive health data. 
Cloud technology in healthcare must be fast, safe, and compliant. A comprehensive 
examination of cloud healthcare demonstrates that cloud technology can enhance 
Qatari healthcare but potentially threaten data privacy and sovereignty.

Legal and Regulatory Challenges in Cloud Computing:

Qatar requires cloud computing regulations because they are new. Al-Sharim's 
2021 assessment of Qatar's cloud privacy challenges found that cloud data standards 
are failing. The report dislikes Qatar's cloud computing and privacy laws. It demands 
more vital cloud data ownership and use rules. This topic impacts cloud software 
safety and international use. Qatar must amend its cloud computer legislation like 
many others. This adjustment is needed to maximise cloud computing without 
compromising data security and privacy. Data privacy and laws governing cloud data 
storage, processing, and sending are the focus of this theme. Qatar should implement 
Al-Sharim's advice to fix cloud computer issues immediately. There are privacy, data 
security, and international law rules. How law and technology interact is crucial to 
this issue. Qatar needs rigorous data protection standards for industry and society to 
adopt cloud computing. Qatar must demonstrate safe and honest cloud computing to 
create trust in cloud technology.

Cloud Computing's Role in Enhancing National Economies and Sustainable 
Development

The impact of cloud computing on national economies and sustainable development 
is profound and multifaceted. In their study, Hashem et al.(86) delve into the exponential 
growth of big data driven by cloud computing. They underscore the crucial need 
for substantial computational infrastructure to manage this burgeoning volume 

(85) F. Al-Qahtani and E. A. Abu-Shanab, “End User Satisfaction with Cloud Computing: The Case of Hamad 
Medical Corporation in Qatar,” International Journal of Healthcare Information Systems and Informatics 16, no. 4 
(2021): 1–23
(86)  I. A. T. Hashem et al., “The Rise of 'Big Data' on Cloud Computing: Review and Open Research Issues,” 
Information Systems 47 (2015): 98–115.
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of data effectively. This aspect is particularly pertinent for economies like Qatar, 
which are in the process of diversifying and digitalizing. The robust computational 
capabilities offered by cloud computing can significantly bolster Qatar’s initiatives 
in sectors such as healthcare, education, and smart city development, aligning with 
the country's National Vision 2030.  Giese and Anderl(87) highlight the challenge 
of controlling distributed data in global collaborations, a key concern for Qatar's 
international partnerships in technology and education. Ensuring data sovereignty is 
crucial for protecting Qatar’s economic development and sustainability.

The Interplay between Cloud Computing, Data Sovereignty, and Regulatory Compliance

The equilibrium between cloud computing, data sovereignty, and regulatory 
compliance is critical for countries like Qatar. Blancato (2023, 251) investigates the 
European Union’s strategy in managing cloud data migration and reducing reliance on 
non-EU cloud service providers. This analysis is relevant to Qatar, offering insights 
into how a region can maintain data sovereignty while leveraging global cloud 
computing services. The study implies that for Qatar, aligning cloud strategies with 
national interests and security concerns is as vital as ensuring technical efficiency. 
Banse(88) addresses the intricate concept of data sovereignty in the cloud, unravelling 
the technical and regulatory complexities entwined in this sphere. This research is 
particularly pertinent to Qatar, as it navigates its cloud computing strategy amidst an 
evolving international legal landscape.

Technological Innovations and Challenges in Ensuring Data Sovereignty in the Cloud

Technological innovations and challenges play a significant role in ensuring 
data sovereignty in the cloud, a topic critical for Qatar’s digital strategy. Yang et 
al.(89) focus on the key issues of data security and privacy protection within the 
cloud environment. This area is of paramount importance for Qatar as it advances 
its cloud computing capabilities. The study provides insights into various security 
measures and privacy protection strategies, essential for Qatar to maintain data 
integrity and sovereignty. Research(90) contribute to this discussion by examining big 
data processing techniques in cloud computing environments. Their research offers 
Qatar perspectives on managing the challenges associated with big data in the cloud. 
This is particularly relevant as Qatar continues to grow its digital infrastructure and 
services, generating and processing large volumes of data.

(87) T. Giese and R. Anderl, “Maintaining Control over Distributed Data through a Data Sovereignty Model,” in 2022 
IEEE 7th International Conference on Information Technology and Digital Applications (ICITDA) (2022): 1–7.
(88) C. Banse, “Data Sovereignty in the Cloud—Wishful Thinking or Reality?” in Proceedings of the 2021 on Cloud 
Computing Security Workshop (2021): 153–154.
(89) H. Yang and M. Tate, “A Descriptive Literature Review and Classification of Cloud Computing Research,” 
Communications of the Association for Information Systems 31, no. 1 (2012): 2–57.
(90) C. Kuner, “An International Legal Framework for Data Protection: Issues and Prospects,” Computer Law & 
Security Review 25, no. 4 (2009): 307–317.
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4.2.	Analysis of Interviews

For this paper, experts, policymakers, and researchers discussed cloud computing 
and data sovereignty in Qatar. Interviews were aimed at eliciting deep, deliberate 
responses, and recordings were examined for central themes. Significant priorities 
include Data Sovereignty, Geographic Localization, Regulatory Compliance, and 
Legal Framework.

4.2.1.	Data Sovereignty and Geographical Localization
Data sovereignty and regional localization highlight the challenges of data 

governance in specific regions. Participants emphasized the importance of storing 
data within Qatar or under an EU regional agreement, ensuring compliance with 
local laws. Geographic localization is crucial for data security and aligning with 
legal requirements, especially where national laws strictly govern privacy and 
security. "Keeping data within national borders is essential for sovereignty," an 
interviewee noted. This underscores the legal and regulatory power over data location. 
Geographical localization offers control but faces limitations in a global digital 
environment where data crosses borders, complicating efforts to maintain control 
over cloud software. The interviews revealed the complexities of cloud computing 
laws, particularly how Qatar’s evolving policies intersect with foreign legislation 
like the USA PATRIOT Act and CLOUD Act. Balancing local and international laws 
is critical for Qatar’s secure data management amid its digital transformation.

4.2.2.	Public vs. Private Cloud Considerations
This theme examines the impact of private versus public cloud infrastructures 

on Qatari data ownership, security, and control. People indicated that cloud options 
meet different data security and ownership concerns. "Private clouds offer greater 
control and security, which fits well with the needs of sensitive government data," 
said a tech. They cost more and grow slower than public clouds. Private clouds 
give more control and safety but may be less scalable and cost-effective than public 
clouds. However, public clouds, hosted by outside companies, are flexible and cheap 
but create privacy and security concerns. "Public clouds are shared environments 
where data is stored off-premises," a government expert stated. "This brings up 
questions about jurisdictional control and access." This raises concerns that public 
cloud data may be subject to the cloud provider's country laws. The theme compares 
public and private clouds under Qatar's unique security and regulation framework. It 
suggests we need a balanced, possibly hybrid, approach to optimise sovereignty and 
operational efficiency.
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4.2.3.	Cloud Security and Privacy Concerns
Cybersecurity issues, including data protection and encryption, were discussed. 

The goal was to strike a balance between security and cloud vulnerability. "Cloud 
computing has many benefits but complex security issues," said a scholar. Increased 
encryption and monitoring are needed to prevent data leaks. This comment shows 
how hard it is to manage cloud security with evolving threats. Participants explored 
the delicate privacy-accessibility balance. A privacy expert said, "Encryption and 
strict access controls are necessary, but they shouldn't get in the way of the user 
experience or make cloud services less useful." Users and providers struggle to 
balance security and usability in the cloud.

4.2.4.	Vendor Lock-in and Flexibility in Cloud Services
According to interviews, Qatar's cloud service alternatives and flexibility are 

hampered by vendor lock-in. Managing hazards and having various cloud providers 
were discussed. Expert said: "It's hard to avoid vendor lock-in." Comparing services 
and ensuring compatibility is necessary for cloud migration. You must carefully 
select providers so you can switch, and no seller has too much power or authority. 
An expert noted as well, "Having multiple cloud providers in Qatar prevents vendor 
lock-in and encourages competition, which leads to better services and new ideas." 
This principle suggests multiple providers create a healthy, competitive market that 
rewards customers with better service and new ideas. Interviews revealed that cost is 
the primary barrier to cloud adoption in Qatar. Participants discussed cost reduction, 
scalability, and resource management, emphasizing that the potential savings and 
efficient resource use drive cloud service adoption. An academic noted, "Scalability 
is a key economic factor," allowing businesses to adjust resources without heavy 
infrastructure investment. However, concerns about provider lock-in and economic 
factors impact strategic cloud decisions. Qatar's decision-makers must balance 
efficiency, scalability, cost, and vendor relationships to ensure successful cloud 
computing implementation, reflecting the nuanced challenges of cloud utilization 
in the region. Interviews also highlighted the importance of disaster recovery and 
business continuity in Qatari cloud operations. Companies moving to the cloud are 
concerned about data security and redundancy. One expert emphasized, "Strong 
disaster recovery solutions drove our cloud adoption." Cloud services enable 
business continuity during crises, with redundancy ensuring smooth operations. This 
underscores the need for comprehensive disaster recovery plans beyond data backup. 
The interviews stressed the importance of collaboration and communication with 
cloud providers. Experts noted that strong provider relationships enhance service 
delivery, problem-solving, and goal alignment, which are crucial for successful 
cloud adoption in Qatar.
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4.3.	Integration of Interview and Literature Review Findings

The paper’s literature review and interviews offer diverse perspectives on Qatari 
data sovereignty and cloud computing, highlighting key areas of agreement and 
divergence. The focus on data control and legal compliance reflects significant 
progress. Both Elidrisy(91) and Al-Sharim(92) align with interviewees on stringent 
data governance practices, emphasizing the importance of adhering to local and 
international laws. Concerns about compliance with foreign legislation like the USA 
PATRIOT Act and the CLOUD Act underscore the complexities of data sovereignty 
in a global context. Security perceptions varied, with Alsalemi et al.(93) providing 
a strong data classification framework, though interviewees expressed differing 
levels of trust in cloud security. This suggests a disconnection between academic 
research and real-world cloud security concerns. There is growing consensus on the 
benefits of private cloud systems, with Najafi et al.(94) and interviewees agreeing 
on enhanced security and control. However, vendor lock-in concerns, raised in 
interviews, are underexplored in literature, indicating a research gap. Interviewees 
provided deeper insights into disaster management and cloud operations, suggesting 
the need for more targeted research. The interviews contribute valuable, unique 
data, enhancing the understanding of cloud computing challenges in Qatar. Qatar's 
cloud computing landscape ties data sovereignty to advanced technologies. Robust 
encryption, like Attribute-Based Encryption (ABE), offers refined access control but 
faces practical challenges due to its complexity. Homomorphic encryption enhances 
privacy, especially in sensitive sectors, but its computational demands are a hurdle. 
Data localization aligns with national laws but may limit global interoperability. 
Balancing these technologies with practical cloud realities is crucial for Qatar's 
digital ambitions.

4.4.	Discussion of Key Findings

Al-Thani et al. (2020) explore the intricate interplay between Qatar's rapid 
technological advancements in cloud computing and its evolving social norms and 
group demands. Their study highlights the delicate balance between embracing 
cloud technology and preserving societal values, crucial in addressing Qatar's cloud 

(91) A. Elidrisy, “Leveraging Cloud Services & Digital Transformation for Sustainability: Insights from Cases of 
Qatar,” Journal of Innovative Research 2, no. 1 (2024): 20–28.
(92) H. A. Al-Sharim, “The Privacy in the Cloud: An Examination of the Law in Qatar” (PhD diss., Hamad Bin 
Khalifa University, 2021).
(93) A. Alsalemi et al., “Cloud Energy Micro-Moment Data Classification: A Platform Study,” in 2020 IEEE/ACM 
13th International Conference on Utility and Cloud Computing (UCC) (2020): 420–425.
(94) B. Najafi, M. Amra, and A. Najafi, “Exploring Global Fintech Advancement and Application: Case of Saudi 
Arabia, Turkey, and Qatar,” in Exploring Global FinTech Advancement and Applications (IGI Global, 2024): 158–211.
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data protection challenges. A key finding emphasizes the importance of aligning 
cloud strategies with national and international laws, as compliance is vital for 
data security. Interviewees, including Elidrisy(95) and Interviewee 4, stress the need 
to understand extraterritorial laws like the USA PATRIOT Act and CLOUD Act, 
which may threaten data sovereignty. Balancing cloud security with user privacy is 
another critical issue, with scholars like Alsalemi et al.(96) and Zubair et al.(97) noting 
the complexities of implementing robust encryption while safeguarding privacy. 
The choice between public and private cloud systems also impacts data security, 
particularly in Qatar's context, where privacy and control are paramount. Finally, 
the issue of vendor lock-in raises concerns for Qatari businesses, highlighting the 
need for strategies that ensure flexibility and competitive cloud service options. 
Understanding these dynamics is essential for Qatar’s cloud computing strategies, which 
aim to foster economic growth and innovation while maintaining security and privacy.

5.	Discussion and Recommendations

5.1.	Discussion

This section addresses cloud environment issues in Qatar and globally, focusing 
on key findings and their relevance to cloud data security. It explores Qatar's complex 
data privacy policy, shaped by evolving legislation, technologies, and political 
factors, and highlights the challenges of balancing local and international laws, such 
as the USA PATRIOT Act and CLOUD Act. Public clouds offer cost savings but raise 
security concerns, while private clouds align with Qatar’s sovereignty standards, 
offering greater control. Qatar's approach to cloud data management, emphasizing 
flexibility and multiple providers, mirrors global trends, underscoring the need for 
ongoing research in this evolving field.

5.2.	Recommendations

This paper enhances cloud computing and data security theories, focusing on 
Qatar's unique context. It highlights the complex interplay between technology, law, 
and geopolitics, revealing gaps in existing models. The study integrates international 
laws, like the CLOUD Act, with local regulations, recommending adaptable legal 

(95) A. Elidrisy, “Leveraging Cloud Services & Digital Transformation for Sustainability: Insights from Cases of 
Qatar,” Journal of Innovative Research 2, no. 1 (2024): 20–28.
(96) A. Alsalemi et al., “Cloud Energy Micro-Moment Data Classification: A Platform Study,” in 2020 IEEE/ACM 
13th International Conference on Utility and Cloud Computing (UCC) (2020): 420–425.
(97) M. Zubair et al., “Cybersecurity for Next-Generation Healthcare in Qatar,” Journal of Emergency Medicine, 
Trauma & Acute Care, Qatar Health 2020 Conference 2021, no. 2 (2021): 41.
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frameworks and urging cloud providers to comply with local laws. This paper 
recommends data accessibility rules to protect national security and privacy, ensuring 
cloud data meets standards. It suggests bilateral agreements with cloud server 
countries to give Qatar legal authority over foreign data and urges cloud providers to 
invest in security while adhering to Qatari laws. The paper advises creating Qatar-
specific cloud options for greater control and emphasizes the importance of regular 
audits to ensure compliance with evolving data security laws. It also calls for more 
research on international cloud data sovereignty regulations, especially for small 
countries like Qatar, highlighting the challenges of balancing innovation with strict 
data management.

5.3.	Theoretical Implications

To strengthen the discussion of theoretical and practical implications, this 
study's findings can be linked explicitly to leadership and data sovereignty theories. 
Theoretically, this research contributes to transformational leadership theory by 
demonstrating how leadership styles significantly influence the successful adoption 
of cloud computing in the public sector. It highlights how leaders with strategic 
foresight, risk management skills, and collaborative approaches can drive digital 
transformation, particularly in complex environments like Qatar. Additionally, the 
study extends data sovereignty theory by exploring how local legal frameworks 
interact with global cloud computing standards, offering new insights into the balance 
between national security concerns and international data-sharing requirements.

For practical implications, the study provides actionable recommendations 
for policymakers and public sector leaders. Specifically, it suggests the need for 
leadership training focused on managing ICT integration and cloud computing 
adoption. Additionally, it recommends that policymakers develop clear guidelines 
on data sovereignty and compliance with international regulations to ensure secure 
cloud usage. Public sector organizations should also focus on fostering partnerships 
with global cloud service providers while maintaining compliance with national 
legal frameworks. By addressing these recommendations, practitioners can better 
navigate the complex landscape of cloud adoption, data security, and regulatory 
compliance in the digital age.

6.	Conclusion
This paper comprehensively explores cloud data sovereignty in Qatar, offering 

insights into the complexities of cloud computing within a national context. 
By integrating literature reviews and interviews, it reveals key themes like data 
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sovereignty, regulatory compliance, and cloud security. The paper highlights the 
significance of geographical localization for maintaining data sovereignty and 
examines the impact of international laws such as the USA PATRIOT Act and the 
CLOUD Act. It contrasts public and private cloud infrastructures, emphasizing the 
trade-offs between control, security, cost, and scalability. The study also underscores 
the importance of disaster recovery, business continuity, and effective collaboration 
between cloud providers and clients. The paper’s findings challenge existing models 
and theories, providing new perspectives on the interaction between local and 
international legal frameworks. It offers practical recommendations for policymakers, 
cloud service providers, and businesses, emphasizing tailored strategies, robust 
cybersecurity measures, and best practices in data management. Future research 
directions include exploring emerging technologies and evolving legal landscapes in 
cloud computing. Overall, this paper contributes valuable insights to the academic 
field, offers practical guidance for stakeholders, and lays the groundwork for further 
research in cloud data sovereignty. The findings are relevant not only to Qatar but 
also to other nations facing similar challenges in cloud computing.
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Abbreviation Full Form
IRB Institutional Review Board
HBKU Hamad Bin Khalifa University
QFZ Qatar Free Zone
QNV2030 Qatar National Vision 2030
SDG Sustainable Development Goals
TASMU Qatar Smart Program
Qnbn Qatar National Broadband Network
EM Consumer Engagement Towards Energy Saving Behaviour
ML Machine Learning
IaaS Infrastructure as a Service
PaaS Platform as a Service
SaaS Software as a Service
M-learning Mobile Learning
CIA Confidentiality, Integrity, and Availability
NIA National Information Assurance
MCIT Ministry of Communication and Information Technology
GCP Google Cloud Platform
IoMT Internet of Medical Things
IDS Intrusion Detection System
DL Deep Learning
DNN Deep Neural Network
SVM Support Vector Machine
KNN K-Nearest Neighbours
BYOK Bring Your Own Key
CRA Communications Regulatory Authority
GDPR General Data Protection Regulation
AI Artificial Intelligence
MENA Middle East and North Africa
NCSA National Cybersecurity Agency - Qatar
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Appendix 1
Interview Questions

1.	 What are the main drivers for organisations in Qatar to adopt cloud computing?
2.	 How do organisations address vulnerabilities concerning data confidentiality in 

the cloud?
3.	 How can organisations ensure they retain data ownership when stored in the 

cloud?
4.	 What are the key differences between private and public cloud infrastructures?
5.	 Are there scenarios under existing laws where third parties can access data in 

the public cloud?
6.	 How significant is data sovereignty for Qatar from a national perspective?
7.	 Is Qatar using private clouds for sensitive information, and what are the 

challenges in developing such infrastructure?
8.	 What lessons have been learned since cloud service providers began operating 

in Qatar?
9.	 How do entities decide to migrate to the cloud, and is it optional?
10.	 What are the essential steps required before transitioning to the cloud?
11.	 What types of encryption are used for data stored in the cloud, and can cloud 

service providers access this data?
12.	 Are there data classifications that should not be moved to the cloud, and what are 

the storage strategies for such data?
13.	 What impacts are anticipated on the cloud computing landscape with new cloud 

service providers in Qatar?
14.	 What legal frameworks govern the cloud environment in Qatar, and which body 

oversees these services?
15.	 Did cloud service providers comply with specific local laws or regulations upon 

entering Qatar?
16.	 How does the USA PATRIOT Act affect Qatar’s data sovereignty?
17.	 Are there ongoing academic research projects focusing on data sovereignty or 

cloud computing in Qatar?
18.	 What are the differences between data localisation and data sovereignty?
19.	 What improvements and regulatory changes are needed in Qatar’s cloud 

computing scenario?
20.	 Could you share your background and experience in cloud computing?
21.	 Do you consent to mentioning your name, title, and organisation in this 

publication?
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