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ABSTRACT

Cyber crimes against state agencies and affiliated institutions a
comparative Study between the Qatari and the Sudanese legislations

Dr. lhab A. M. O. Khadi

This is a brief research on the topic of cyber crime, where we notice a significant increase
in the recent times, an increase that is directly proportional to the development of modern
technology and its digital outputs. Cyber crime has become a concern that threatens
individuals and societies and casts a negative shadow on states and their agencies.

In the beginning, the study presented the concept of electronic assault and the justifications
of its assimilation to the traditional criminal assault, while acknowledging the difference
in terms of the location of the crime, its means, and the method of its commission. Then, in
a limited space, the concept of "electronic infringement" crimes was discussed in the light
of the Qatari legislation compared to the Sudanese legislation. Successive pages were
devoted to talking about the "electronic infringement™ crime on the State agencies and
the affiliated institutions, bodies and companies. In the research, three types of electronic
infringements were reviewed on the State agencies and their subsidiaries. Examples
of these infringements are unlawful entry (entering without permission), entering and
obtaining classified or undeserved materials, entering and cancellation of electronic data,
destruction or spreading of data causing harm to the beneficiaries or users.

The search ultimately resulted in several conclusions, the most important of which
was that the Qatari legislator considered merely entering the government websites and
networks without the right to be a crime punishable by law, regardless of the extent of
the benefit that the perpetrator benefited from or the cause of the harm. A security breach
bypassing all red lines. As for the Sudanese legislator, he intentionally criminalized entry
without a permit, but did not differentiate between illegal entry to the state’s premises or
individuals’ premises. The most important recommendation was an amendment to the
Cybercrime Act by defining "confidential government data by nature or under instructions
issued" which the Qatari legislator added to the text of article (2) of the said law.

Key words: Cybercrime, Cyber attack, Accessing electronic sites and systems, Violation
of information or communication networks, hindering access to services, Hacking
Compromising the internal and external security of the State, Compromising the national
security, Compromising the national economy, Destruction of electronic data and
information, Disclosing electronic information.
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